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A reversible data hiding method for encrypted medical image
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Abstract: Reversible data hiding in encrypted images (RDH-EI) is important in secure cloud computing
and privacy protection. In order to improve the embedding rate, the characteristics of high pixel depth
and high pixel distribution continuity of medical DICOM image was considered, and a reversible data
hiding method in encrypted images combining two compression strategies was proposed in this paper.
Firstly, the sender preprocessed the image and embedded the mark according to the number of
consecutive high-order bits in the pixel. Then a unique block encryption algorithm was used for
encryption, which ensured the plaintext information was not leaked while some image correlations were

retained. The data-hider embedded additional information in the corresponding position according to the
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mark. In addition, in order to further improve the embedding rate, the data-hider can also make

difference in the block and compress the space for information embedding. Experiments show that the

method not only has high information embedding rate, but also has good security performance.

Keywords: medical image; reversible data hiding; image compression; image encryption
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5 §=2 S=3 S=4 S=8 S=12 S=16
CT1(281) 8.5132 0.9019 1.0912 1.1129 0.8436 0.6887 0.5866
CT2(320) 8.4327 0.7934 0.9154 0.8685 0.5697 0.4089 0.3653
CT3(360) 8.4109 0.8457 1.0260 0.9910 0.6278 0.4594 0.3908
CT4(500) 8.2903 0.9153 1.1191 1.1110 0.8086 0.5704 0.4431
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Tab.3 PSNR with different block sizes
DICOM VA {518 L (PSNR)

EE §=2 §=3 S=4 S=8 §=12 5=16
CT1(281) 135.1 142.3 143.0 132.9 128.6 124.3
CT2(320) 150.1 155.4 153.2 138.5 131.2 128.7
CT3(360) 138.7 141.2 140.5 132.5 128.7 127.5
CT4(500) 138.2 142.4 141.7 136.7 129.5 126.5
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