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Abstract: Aiming at the problem of network threat quantitative evaluation of typical power information
system, a network threat dynamic analysis method hmm-ids based on network intrusion detection
syetem (NIDS) alarm information and hidden Markov model was proposed in this paper. NIDS alarm
information was fully used to analyzes alarm threats from four aspects: priority, severity, asset value and
reliability. A quantitative description and classification method of alarm threats were given and the
observation matrix in hidden Markov model was optimized. The reliability of successful attack based on
Bayesian network was analyzed, which avoided the interference of NIDS false alarm information. Based
on the improved hidden Markov model, the dynamic risk quantification value of the system was obtained
by fusion. DDoS attacks were simulated based on DARPA2000 experimental scenario. Through
comparative experiments, the effectiveness and superiority of the proposed method were verified.
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Fig.3 Network threat state transition diagram
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Tab.3 Severity classification of snort alert
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Fig.4 Bayesian network topology of network threat
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Tab.6 Node information of Bayesian network
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Tab.7 Parts of CPT reliability assessment

V_ID os Ser  Port  App Attack P(Attack|V_ID,OS,Ser,Port,App) ~ P(V_ID) P(OS) P(Ser) P(Port) P(dpp)  P(Jiont)
Yes Yes  Yes Yes Yes Succeed 0.99 0.4 0.8 0.7 0.6 0.75 0.099 8
Yes Yes No Yes Yes Succeed 0.8 0.4 0.8 0.3 0.6 0.75 0.0345
Yes Yes  Yes No Yes  Succeed 0.3 0.4 0.8 0.7 0.4 0.75 0.0202
Yes Yes No No Yes  Succeed 0.25 0.4 0.8 0.3 0.4 0.75 0.0072
Yes Yes No Yes Yes Succeed 0.2 0.4 0.8 0.3 0.6 0.75 0.0086
Yes No No Yes Yes  Succeed 0.1 0.4 0.2 0.3 0.6 0.75 0.001 1
Yes No No No Yes  Succeed 0.05 0.4 0.2 0.3 0.4 0.75 0.0004
No Yes  Yes Yes Yes Succeed 0.8 0.6 0.8 0.7 0.6 0.75 0.1210
No Yes No Yes Yes  Succeed 0.4 0.6 0.8 0.3 0.6 0.75 0.0259
No Yes No No Yes  Succeed 0.2 0.6 0.8 0.3 0.4 0.75 0.008 1
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R = P(Attack = succeed|D) =
P(Attack = succeed, V_ID =yes,OS =yes,App = yes)
P(V_ID =yes,0S =yes,App =yes) -

0.7019

d. fiREE Bk

RS T I P = L 0 SN/ i
(B RS R E T 4845, A 1 xR
BREEMDE, AN i, Z

Jo K NACE A, A5 2 R Y 25 A 7 B R B A M
L UM

B H— b H, & LEEE N g,
TEEAEAN Va, AN Ve, VIEWEEE R Ve H
— LA B AN

R:%xm%JyJ%mm%} (9)
Tp = Vpx 100%, Tg = Vg x 100%

B0 BESTHRNNERT s, — 1

d ZE A B AR BE T/ Bk

T’ = 51P+6,S + 53R+ 64A
XL, 6 AT LA % 50 sl AR D s £ R )2
Wbk T,

H=4. 5% CVSS X TIRHIEHR 2,
2 43 g DU 2T R A R R S S A ) R S
24 8 FiR

*8 MEHLRE

Tab.8 Snort alert classification standard
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Fig.5 Scenario steps of DARPA experiment
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