rE®E I RKFFR
a5 FEoW J. University of Shanghai for Science and Technology Vol.45 No.6 2023

XE4S:1007 — 6735(2023)06 — 0636 — 09 DOI: 10.13255/j.cnki.jusst.20220425001

— T4l RL BT B R AN PR 45 I HE 2R

W 1,2 o 1,2 iz 1,2 & - 1,2 s 1,2
KoK, TERHB, £ OB, WEHEYS, L =
(1. BB TR fE R LS BB, BW 650500; 2. =4 N LRAEE A2+, BY 650500)

FE: SaaS 1FH —FP#EIRSAEX, HIRFAER YRz H 7 O F AR B E ML E R EER
REFIM, A, £ RBACHEA YRR ez b, 44 SaaS 6945 42 T —Fh ks HIBARTR
F2H| B! (fine-grained data permission control, FDPC), ZAE A & W3 IExT £ 5 o b 20 22 2 Hywke
AR R HIBERE; ERRFES LR LS E R, KRB AR RE SR RE S
AT H A T X, BRAGKBEAN R, FHLSRAETRREAE, Wik F) R ERA e ks
B IEFEH 9 B 495 54 Spring Security #= MyBatis 4242, 1R4% AOP W7k R¥Z, KA LML
Fi0iE 6 BriE s X, *F FDPC AT I, MERRIEFER, BEELRLSZAT B,
LR FPIZAER ST, AR D T IRz H 69 2 &,

FKERIA: HIERTFL; m =R ; @ E; RBAC &R
hESES: TP3I XEkFRERD: A

A fine-grained data permission control framework
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Abstract: As a hot service mode, SaaS has some problems such as coarse data granularity and
insufficient configuration flexibility in the permission control of its service framework. Therefore, a
fine-grained data permission control model (FDPC) was proposed based on the theory of the role based
access control ( RBAC) model and the characteristics of SaaS. Firstly, data objects and enterprise
organizational structure were mapped by the model into data permissions of different granularities.
Secondly, the method of combining the objects in the functional permission set and the data permission
set in pairs to form a combined permission object was adopted according to the business requirements of
enterprise authorization. Different roles were assigned to achieve the purpose of flexible authorization
and fine-grained data control. Finally, Spring Security and MyBatis frameworks were selected.
According to the AOP slicing principle, the FDPC model was implemented by structured query
statement splicing and the authority control framework was constructed. Through the application in the

actual business system, results show that the framework is reasonable and feasible, and the flexibility of
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authority control is effectively improved.
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user
user_id bigint (20)  <pk>
dept_id bigint 20)  <fk>
contract id varchar (30)
user_name varchar (30) dept
nick name varchar (30) dept id bigint (20)  <pk>
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email varchar (50) ancestors varchar (50)
phonenumbervarchar (11) dept name varchar (30)
sex char (1) order num int (4)
avatar q VarCLlal‘ 8883 lfi?der wrcgar 8(1); business
passwor varchar » phone varchar - : s
status char (1) email varchar (50) zl_ipt id %g%% ;ﬁ(ij
del flag char (1) status char (1) colum! varchar (50)
login_ip varchar (50) del _flag char (1)
login_date  datetime create_by  varchar (64)
create by  varchar (64) create_time datetime
create_time datetime update by  varchar (64)
update_by  varchar (64) update_time datetime
update_time datetime i
remark varchar (500)
A
user_role role function_dept
user_id bigint (20) <pk,fk1> id bigint (20) <fk1>
role id bigint (20) <pk,fk2> dept id bigint (20) <pk, tk2>
function
\ function_id  bigint (20)  <pk>
role function_name varchar (50)
role id bigint (20)  <pk> parent id  bigint (20)
role_name varchar (30) order_num int (4)
role key varchar (100) path varchar (200)
role_sort int (4) — | component yarchar (255)
function_check_strictly  tinyint (1) _ roe_ l.m.ctlon ¥siframe int (1)
dept_check_strictly tinyint (1) || id ) _L! nt (20) <pk> is_cache int (1)
status char (1) role_%d ~ bigint (20) <fkl1> menu_type char (1)
del flag char (1) function id bigint (20) <fk2> visible char (1)
create by varchar (64) dataScope  char (1) status char (1)
create_time datetime perms varchar (100)
update by varchar (64) lcon varchar (100)
update_time datetime createit)_y ;artc?ar (64)
— create_time atetime
remark varchar (500) update by varchar (64)
update_time  datetime
remark varchar (500)
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Fig.3 Schematic diagram of the physical model
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