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Abstract: Multimedia security in screen-shooting channel transmission remains a major challenge in the
digital watermarking research. In view of the problems of differences in light intensities and sampling
distortions during the screen-shooting process, watermarking schemes designed based on digital
channels are not suitable for screen-shooting channels. Therefore, a screen-shooting resilient
watermarking scheme based on invertible neural networks in the wavelet domain was proposed to

address the issue of "cross-media robustness". First, the watermark message and the original image were
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preprocessed using a preprocessing network based on the U-Net structure to generate the residual image.

Next, the residual image was subjected to discrete wavelet transform with the original image, and the

invertible neural network was used to embed and extract watermarks in the wavelet domain. Finally, a

noise pool was integrated into the model training process to enhance the robustness against screen-

shooting noise attacks. Simulation results demonstrate that the proposed scheme generates watermarked

images with better visual quality and achieves high accuracy of watermark extraction at different

distances, angles, and light intensities of screen-shooting.

Keywords: robust watermarking; screen-shooting ; invertible neural network; wavelet domain
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Tab.1 Comparisons of watermarked image quality
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Tab.2 Accuracy of watermark extraction at different shooting

distances
BRI H/%
B /cm
StegaStamp ~ CIN  PIMoG ~UDH Ak
20 97.64 7638  97.64 9543 98.88
35 98.58 7572 9823 9477 99.32
50 98.43 70.14  97.81 9491 98.53
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30 MIEER 3, fEARMIRMAET, A3
7 97K BN S OB AR IRAT A B WL R AL 3

(a) —60° (b) —45° (c) —30°

(d) 0°

(e) 30° () 45° (2) 60°

10 AEHBRHETREEGTH

Fig.10 Examples of screen-shooting images at different shooting angles
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Tab.3 Accuracy of watermark extraction at different shooting

angles
SREBOHER /%
fARE
StegaStamp CIN PIMoG UDH  AXFHk

-60° 98.68 69.16 97.26 93.86 98.74
—45° 98.96 74.35 97.52 96.12 98.81
-30° 99.14 79.29 97.61 96.58 99.08

0° 99.22 83.56 97.87 97.34 99.34
30° 99.05 77.24 97.89 95.57 99.27
45° 98.31 72.17 97.54 94.29 98.67
60° 98.38 69.83 96.98 91.35 98.76

c. ANEHOEIRE . 7RO BIREE T A 4% B8

B, S 7 SEEARBROG, E R TR m O,
v SO B 2 b o AT MR AT AR5 A3 AR
JE R FE Ol 50, 150, 300 Ix AYPREE R AT T 52
¥, FEHAEEE N 35em. K 11 BR T AFEDG
HEGR FE T (14 57 7 1 4k (B8 B H X6 1 1) 8 1 GO R
B, H4h, R ATUEE, KX EEARR
Bl 5 N <3/ O 2 V7 (S i = S 7 e
StegaStamp, CIN., UDH Fl PIMoG J77% .
25 HEXI

AT ELEXT LA 3 B G S AT T I Rl

2 N EA

(a) 50 Ix (b) 150 Ix () 300 Ix
11 RENXEEETREEG R

Fig.11 Examples of screen-shooting images at different light
intensities

a. X AL FEAR H PM I B BEMETHE . ARSIk
() 751 Ah FRAR B PM = B2 T 412 T B K ED EMR 1) B
W It ShHE—2P U0 AL FRAR B PM Y H 2
PE, XPHBEAT TSR, SRS EakE S E
CORFE 3, LRAERWNE S, WA ERSTUE
th, TERW I PM AL LAY 1S &0 T, PSNR{H A1
SSIM 18 43 %}y 33.96 dB H10.9685, Tfii %% il PM
ZJ5, PSNR {H A1 SSIM {H 44 B @42 Tt

b. X PM Hf /T b6 B 1, 2 5 8 1He . XF
Z ] AT R OIS . (a) A PR B
PM 5 AL 5K ERME B M A, R EHR I, N
Z 5B A (b) KERE B M AR R KA
I, 91E R AL BEA e PM G Fa A o i i Xk b i
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Tab.4 Accuracy of watermark extraction at
different light intensities

HEIORERA R /%
JEHRRE /1x
StegaStamp ~ CIN  PIMoG ~UDH A7k
50 98.12 6531 9824  93.86 98.36
150 96.56 7326 9891 9539 99.17
300 98.31 7824 9753 9741 99.24

RS FmMEEARFMPM ERTHEKNEKRRE
Tab.5 Watermarked image quality with or without PM

LR WIMPM REIMPM
PSNR/dB 35.07 33.96
SSIM 0.9736 0.9658

185 0 A B S K EREMG 1, 7538, SE 45 5 I
Fo, BiROWUEMN, ARKBEIKRILZSS
PM Y15 )15 L, PSNR {E A1 SSIM {H ¥ 1 T )5
WREUE I, A2 5 PM I 00 A I 500 .

F6 FHHEER L 2ESE PMIlGHESKINEGRRE
Tab.6 Watermarked image quality with or without I,

PR ER 1.2 5PMII 4 IAZ5PMII %
PSNR/dB 35.07 34.43
SSIM 0.9736 0.9682

c. MRS . p()FIn()A LM T iE . 5
B X ARSI 6C) . pOFIn)REAT T AL, %
454443 ] 4 RDB (residual dense block)”™ bt 5
SCH i FH Y ST (swin transformer) B, SZIG 4%
LA 7. RN LR, A ST 4544 1y 1
BT, FKEDEME A PSNR B AT SSIM {E 351 T4
FH RDB 5] i) AH b 200

%7 {EM ST S{EMH RDB WEKENEGRE
Tab.7 Watermarked image quality with ST or with RDB

PEM AR ffi ST f#iHIRDB
PSNR /dB 35.07 34.28
SSIM 0.9736 0.9558
‘
A
3 & it

AR SO T — ol I T 3 A 2 R 2% ) /)N 5 Sk
PGB P BOal K ER T o o 1 3 5 K ERIAL
B, R T — BT U-Net W 25 4544 ) 19
AR PR L% BeAl, AT 2% T B AL B B

TR ENAF BB AR . AR S 78 W 75 b o A
T RS B M, (AR A B S A O ]
TP I P, EL TR I B M . ARER TR PR AR
FIKERJT ¥ StegaStamp, A 3Ly Ik AE & 7K B K4
i FARRIET . ARSI A2 4 1) CIN
Ho K BN Jy Bk RIS TR B2 21 () UDH Al HIDDeN
BRKEIIT:, ARSOTEAETE T HGT 2 M S
A EETT
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