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Abstract: To address the poor applicability of existing reversible adversarial example generation

methods in medical imaging, a region selection-based reversible adversarial example generation method
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for medical images was proposed. Specifically, a generative adversarial network was used to generate
precise and subtle adversarial perturbations. Combined with a region segmentation module, these
perturbations were selectively constrained to regions that have no impact on diagnostic results. This
ensured that the medical images retain high attack performance while maintaining clinical usability.
Furthermore, to enable lossless recovery of the original images, a reversible data hiding algorithm was
employed to embed the adversarial perturbations in a reversible manner, allowing authorized institutions
to legally and securely recover the original data. To prevent overflow issues during reversible
embedding, lossless compression was applied to the perturbations before embedding, reducing their size
and minimizing the degradation of both attack effectiveness and visual quality caused by the embedding
process. Experimental results demonstrate that the proposed method achieves an average attack success
rate of 89.27%, a peak signal-to-noise ratio of 29.54 dB, and a structural similarity index of 0.7922,

outperforming several classical reversible adversarial example generation methods in overall

performance.
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Fig.7 Results of segmentation
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Tab.l1 ASR, PSNR, and SSIM of several AE generation
methods under different perturbation intensities

ik £=1/255 £=2/255 &=4/255 &=8/255

ASR/% 77.58 94.39 99.11 95.72

XiHk[17]  PSNR/B 4821 42.20 36.20 30.20
SSIM 0.9918 09685  0.8899  0.6948

ASR/% 95.57 100 100 100

SCHk[18]  PSNR/AB  49.07 43.36 38.26 34.73
SSIM 0.9934 09765 09318  0.8720

ASR/% 95.42 100 100 100

SCik[19]  PSNR/AB  48.99 43.42 39.24 33.59
SSIM 0.9933 09768 09298  0.8277

ASR/% 38.92 54.15 90.14 96.17

AX(AE) PSNR/AB 4881 43.69 37.45 31.83
SSIM 0.9942 09457 09322 08311

SSIM 3SR T T 0.1821 F10.1416, X &K 7
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B 23 T e 4 30F — 25 08 /0 5 B 1 B R R
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F¥, DTS 3o 58 0 R o i 1Y) o

T E AT FL R, BEMLPR I 6 5Kk IR
PEAT AT AL R . Gl 8 s, L S i R A
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Tab.2 ASR, PSNR, and SSIM of several RAE generation

methods
itk ASR/% PSNR/dB SSIM
SCHR[13] 88.52 28.28 0.6101
SCHR[14] 84.85 24.10 0.6506
A3 (RAE) 89.27 29.54 0.7922
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Fig.8 Visualization images of AE and RAE generated by several methods
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Tab.3 Comparison of the average time consumed by

several methods to generate AE and RAE
S

AE RAE
cEk ScEk ok ek A ok ok AR3C
[171  [18] [19] [20] (AE) [13] [14] (RAE)
0.012 0.114 0.110 0.758  0.005 3.127 4.186  1.891

RO . SEBRp R, Bk 3 R JCTE R H H B
R PEAEES, Wik, TN CH ., &iE%
Tt 158 oy 6 3 B A= o8 18 X6 0 A AR 6 A RS 7R A g
PEAT AT R, A5 e A Al W 2 7T 3 1
PE ORI 09 H I . ResNet50 H x4 T A= il 19 X3 Bt
FEATE B iy D 3R 3% 4 s . 45 FP 5 VL 7E A
[ 25U () ResNet50 [ ¥4 FE T8 9 A8 Mo 1
fe, MAEMNFZEAE) VGG16 B [ 25 5 A % 45
25 o WeAh, R ARSI B AU TR BB X s 1T K
iy, HAEBPEGe 5 IA LR e i A Y .

F 4 7E ResNet50 EFfRME T & A EMNIEBRERINE
Tab.4 Transfer attack success rate of different
methods on the ResNet50 target network

(

SERSREAY SCHR[17] SCHR[18] SCRR[13] SCRR[14] A 3C(AE) 4<3C(RAE)

ResNet50 9523  96.85 94.85  90.83 93.79 90.49

VGG16  14.16 9.73 14.89 15.42 14.14 13.88

3.6 FMiFMm

TE R 22 AR AL Bk, 3 W PE A 2 i B A
HERMG R TN LW, XFPEN 7 X
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A AR 1R L0 B I I 8 TR A BUR AT Sk T
B3 W PE M 1F 8 >R (subjective evaluation accuracy
rate, SEAR) . I THHEERE BN AR ER, o]
REA R, BRI, S5 0R G BRI W bR 25 5 S PR
PREEANFF I EMG AR, LA Gt e 52 56 45 5 1) o
PEo SCEREE IR RN, A SOy i AR W AT 38X
FEAS SEAR Ty 100%, 230 T4 T RDH(96.18%)
I RIT(94.23%) B9 75 %%, 439l i 3.82% Fl1 5.77%.
X B RUEN A SCO7 AR B AT 3 B A fig
58 A PR AR B2 2 B I R FT IR, A2t 2 bRiz
Wir i AT AT 5200

3.7 HEAXE

DX 35 o3 BB H T A e A LR B 3 S o &)
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Tab.5 Impact of the regional segmentation module on AE

X3 FEEER ASR/% PSNR/dB SSIM SEAR/%
x 97.86 30.26 0.7605 94.25
Y 96.28 31.80 0.8308 100.00

7t NROI-AdvGAN HEZE rhr | S5 8% | 4 2% bR
B Linse P Lsim 57 TE AR UE A B X B0AEAS AR 15 7 T
v B S N S/ N S I A = = A L
Linse TR BRE B AR 58 P 25 T 29 X e PR AR A
55 as BR Z B B AR U, H AR ORI BAR R
Y1 AT REAEAEA o L, BN T Lgim PR
BRI ESR D T IS Y, DT T AR Y 45 4 A 4oL
P SEEZE RN 6 N, os H A B o
BRI 94.25% R FHF] 96.17%, (RISt 1 &
BT . BEAE 8 Lmse FI Losim 51K BREL
W g — R Bk RN e . Bz,
LA S8 . 400K BRI Linse M Lgsim BETR LT
b B T AR 1 R A B0 P e N PG b o A
% 6 NROI-AdvGAN R85 5K 5 Bl Linse T Lisim B8

AhSEI

Tab.6 Ablation experiment for discriminator, loss function
Lmse and Lgim in NROI-AdvGAN

YR Lmse Lssim ASR/%  PSNR/dB SSIM
x x x 92.15 30.10 0.8128
x N x 94.25 31.53 0.8221
N v x 96.11 31.71 0.8256
\ \ J 96.17 31.83 0.8311
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